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Key Management Services Management Pack Guide

The Key Management Service (KMS) is one of two licensing options available in Microsoft Volume Activation. The KMS is used to activate computers running Windows 7, Windows Server 2008 R2, Windows Vista and Windows Server 2008. Each activation request is logged on the KMS host. The KMS Management Pack collects data from the event logs of defined KMS hosts, and monitors those hosts for availability. This monitoring provides visibility into the activation traffic and the license status of volume activation clients on the network.

Document Version

This guide is based on the Key Management Service (KMS) Management Pack; build 6.0.7234.0
Revision History
	Release Date
	Changes

	04/2008
	Original release of this guide

	09/2009
	New topics in this release:

· Introducing the new version of the Management pack
· Installation / un-installation instructions 
· Ported to newer Guide template


Introduction to the Key Management Services  Management Pack

Getting the Latest Management Pack and Documentation

You can find the Key Management Services Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are new in this release of the Key Management Services Management Pack: 


Support for Windows 7 and Windows Server 2008 R2

Changes in This Update

The 6.0.7234.0 version of the KMS Management Pack includes the following changes:

· Support for Windows 7 and Server 2008 R2

· Decommissioning of KMS reports

· Support for non-Windows KMS applications

· Installation / un-installation changes

Supported Configurations

This management pack supports up to twenty KMS hosts.  The following table details the supported configurations for the KMS Management Pack
	Configuration
	Support

	 Windows Server 2008 R2
	Yes, all editions, 32-bit and 64-bit

	Windows Server 2008
	Yes, all editions, 32-bit and 64-bit

	Agentless monitoring
	Not supported

	Windows 7
	All volume editions

	Windows Vista
	All volume editions


All configurations must be setup as KMS hosts.  

Getting Started

 This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Before You Import the Management Pack

Before you import the Key Management Services Management Pack, note the following limitations of the management pack:


Agentless monitoring is not supported


The Key Management Service must be installed on the managed computer

Before you import the Key Management Service Management Pack, take the following actions:


Remove any previous versions of the management pack at or below build # 6.0.6278.9


If the previous version of the management pack utilized reports, follow these steps:

1. Open SQL Query Analyzer and select the OperationsManagerDW

2. From SQL Query analyzer, open the Uninstall.sql.txt (rename to uninstall.sql if desired) file attached with this management pack

3. Execute (F5)

Files in This Management Pack

The Key Management Service Management Pack includes the following files: 

· Microsoft.Windows.KeyManagementService.MP

· OM2007_MgtPack_KMSv2.doc

· SC Management Pack Supplemental notice.rtf

· EULA.RTF

· Uninstall.SQL.TXT

How to Import the Key Management Service Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355 ). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356 ).

Optional Configuration

Minimum Threshold 

Depending on the workload hosted by Key Management Service, it may be necessary to set the minimum threshold warning to a value near the minimum for the product hosted by the Key Management Service host.  This value is located within the discovered Key Management Service product.  
1. From the Authoring tab, select Management Pack / Monitors

2. From the toolbar, click “Scope”

a. Select “View all targets”

b. Select “Key Management Service Product”

c. Ok, exit

3. Highlight “KeyManagement Service Product”
4. Navigate to “Entity Health / Availability / KMS Low Activation Count”
5. From the Actions pane, select “Overrides” / Override the Monitor”
6. Select “For a specific object of type: Key Management Service Product”

7. Within the Select Object window, highlight the desired object, click OK

8. From the Override window, select “Threshold (KMS Current Count)”

9. Adjust the Override setting as needed.

Overriding the Object discovery for Service product Discovery

Some of the monitors used by the Key Management Service Management Pack rely on routine discovery routine.  By default, any monitored machine host Key Management Service will execute this discovery every hour.  To adjust this frequency, follow these instructions.  

1. From the Authoring tab, select Management Pack / Object Discoveries

2. From the toolbar, click “Scope”

a. Select “View all targets”

b. Select “Key Management Service Product”

c. Ok, exit

3. Highlight “KeyManagement Service Product Discovery (Update LastActivity and IdleMinutes)”

4. From the Actions pane, select “Overrides” / Override the Object Discovery”
5. Select “For all objects of type: Key Management Service Product”

6. Within Override Control Parameters, locate Parameter Name “Frequency in Seconds”

7. Select Override, and input desired value.
Security Considerations

The management pack needs administrative access to the KMS hosts under monitoring.  

Low-Privilege Environments

A low-privilege agent action account must meet the following requirements:

· Access to read event logs on the KMS host

· Access to read / write to the HKLM registry hive on the KMS host

· Access to WMI APIs for the Software Licensing Service on a monitored KMS host

Understanding Management Pack Operations

This management pack will access WMI classes on a managed machine acting as a KMS host.  Using WMI, it will assess if the KMS host is configured properly and servicing KMS clients within the intranet.  For some operations, client-side scripts are used when performing calls to WMI. The management pack monitors Key Management Service on computers running Windows Server 2003, Windows Server 2008, and Windows Vista.

	Name
	Type
	Description

	KMS Windows Service
	Microsoft.Windows.KeyManagement.Service.Check
	Monitors NT service that implements Key Management Service 

	Initialization Failure
	Microsoft.Windows.KeyManagement.Service.InitFailure 
	Initialization Failure

	Renewal Timer Failure
	Microsoft.Windows.KeyManagement.Service.RenewalTimerFailure
	Key Management service (KMS) failed to initialize renewal timer 

	DNS Publishing Monitor
	Microsoft.Windows.KeyManagement.Service.DNS_Publishing_Monitor 
	DNS RR publishing failed

	KMS Low Activation Count
	Microsoft.Windows.KeyManagement.Service.LowCount
	The KMS machine count is less than the limit required by this rule. The limit defined in this rule is not the same as the minimum count required to sustain activations 


Objects the Management Pack Discovers

The Key Management Services Management Pack discovers the object types described in the following table. All of the objects are automatically discovered. For information about discovering objects, see the "Object Discoveries in Operations Manager 2007" topic in Operations Manager 2007 Help ( http://go.microsoft.com/fwlink/?LinkId=108505 ). 

	Category
	Object Type

	KMS Service
	Key Management Service

	KMS product
	Key Management Service Product


To use an override to change the setting for automatic discovery

	1.
In the Authoring pane, expand Management Pack Objects, and then click Object Discoveries.

2.
On the Operations Manager toolbar, click Scope, and then filter the objects that appear in the details pane to include only SQL Server objects.

3.
In the Operations Manager toolbar, use the Scope button to filter the list of objects, and then click SQL Server Agent Job.

Note 

In Operations Manager 2007 R2, click Change Scope.

4.
On the Operations Manager toolbar, click Overrides, click Override the Object Discovery, and then click For all objects of type: SQL 2005 Agent.

5.
In the OverridesProperties dialog box, click the Override box for the Enabled parameter. 

6.
Under Management Pack, click New to create an unsealed version of the management pack, and then click OK, or select an unsealed management pack that you previously created in which to save this override. As a best practice, you should not save overrides to the Default Management Pack.


After you change the override setting, the object type will be automatically discovered and will appear in the Monitoring pane under SQL Server.

Classes

The following diagram shows the classes defined in this management pack.
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How Health Rolls Up

All monitors mentioned in the Understanding Management Pack Operations section roll up to System.Health.AvailabilityState. 

Viewing Information in the Operations Manager Console

Key Management Service – Alerts View 
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Key Management Service - State View

[image: image4.png]System Center Operations Manager 2007 - KMS MP Test
e Edt

[ e——————
R

= 5 Morioring Qeokfor | ndvew

4] Aetive s
Compuiers
L] Discovered nventry

Actions x
Cear Pl state actions N

(4 Health Explorer for sppsve.
2 8 Star Haitsnance Hode,

Distibuted Applcalio E e
2 Task Staus poried
L3 Agenlless Evcepton| >
& (5 Key Management et Key Management Service properties of sppsve ) Sl
2] Akerts Heme sppsve [ Personale view,

State Path name L110X645PPD.redmond. corp. microsoft. comisppsve
Key Management Service T+
2 Taksuans s o

4 Key Management_|
Microsot uck Collec

=]
4 Mictooftiindows C
Els

State M., | Path ImagsName | KNS Version | Service Name.

Inagetame  sppsvc 3 K05 License state
File Path DH\WINDOWS\System32\sppsve.exe.

Service Name  Software Protection Platform =
Servicetate  Runring 2 K5 Stop Service

Network Device
Y | _»l_I KIS Verson 6.0.600116550 [Resources ——« |

Srmpaldmn K115 Service Path LLLOKG4SPPD. redmand.corp.microsaft.com

3 Kot sart servie

1@ System Center Operations

Newviw » Manager Help
) System Center Operations
Tl Manager Onine

3 atborn Y |

1@ About the Heskh Exlrer

" MO @ outtnnce oo
18, My Workspace ) Add ew Viws of Montoring
@ HowtoPerscnsize 3 View
|| @ aboutTasks -

Ready





Key Management Service - Task View
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Key Monitoring Scenarios

Management Pack Monitoring Scenarios

	Scenario
	Description

	Verify Service And Activation Key Installation
	
Open the operations console and navigate to the Key Management Service folder and State view to check if the service has been discovered and is in good state.


If the state is not good, use the Health Explorer to identify the issue.


If the service does not appear in the State view, install and activate it on the machine or install the proper KMS activation key.

	Service Lacks Access To DNS Server
	
Open the Operations console, click the Monitoring button, open the Key Management Service folder, and then open Alerts view to determine if there are any ‘DNS RR Publishing Failed’ alerts related to that service.


If the mentioned alert exists, grant the KMS server the relevant permission to DNS server and you can also verify the DNS server is accessible from the KMS host.


After the KMS service completes DNS publishing, the alert will resolve automatically.


In addition, the machine state becomes critical, because it prevents the service from functioning as expected and the KMS service will not be able to publish itself in DNS. In this case, disable DNS publishing for this service from Console Tasks.

	Machine Count Less Than Required Activation Limit
	
To make sure that there are enough machines requesting activation to sustain activation process, open the Operations console, click the Authoring button, click Management Pack Objects, and then click Monitors.


In Key Management Service, open Overrides for the KMS Low Activation Count monitor and update the Threshold value to the expected minimum machine count necessary to keep the activation process running.


Periodically check the Alerts view in the Key Management Service folder for low count alerts to ensure that activation is ongoing.


If the low activation count value is reached, the service will enter into a Warning state.

	Missing Activation Requests
	
To monitor whether the network or any other accessibility problems prevent the client machines to access Key Management Service, periodically check the Alerts view in the Key Management Service folder for an Missing Activation Request alert.


The Missing Activation Request alert indicates there was no activation request for a known period of time for the KMS service.


Services with problems are listed in the Details View.

	KMS License State Check
	
To verify whether the KMS service on a remote machine has been set up correctly with a valid license, open the Operations console, and open the Monitoring and Key Management Service folder.


In the State view, select the relevant KMS service from the State view, and in Console Tasks, run the KMS License State task.

	Restart KMS
	
To investigate stop notifications of Key Management Services, open the Operations console, click the Monitoring button, click Key Management Service, and then click State View.


View a list of services in Critical State in the Health Explorer.


To fix the issue, run the Console Task named KMS Start Service.


Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received. As a result, Operations Manager 2007 might generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object into maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For instructions about placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Appendix: Scripts

To prevent an unrestricted increase of KMS data in the data warehouse and the KMS reporting tables, the KMS Sample Reports package implements a data grooming routine that removes all KMS data from the database after 90 days.

KMS Management Pack Scripts Included

	Script
	Purpose
	Rule/Task

	Uninstall.SQL.TXT
	To assist in purging DataWarehouse records for older versions of the KMS Management Pack
	N/A

	KMSDiscovery.vbs
	Discovers and creates instance of Microsoft.Windows.KeyManagement.Service class
	


Appendix: Reports

Reports are no longer supported within the KMS management pack.  
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